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Trust no file. Trust no device.
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OPSWAT の戦略とグローバル最新動向
Benny Czarny, CEO
October 2018
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About OPSWAT 8 global offices
180+ employees
24/7 support

1,200+ customer accounts
300+ technology partners
Founded in 2002 
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Our Vision

A digital world that is private, immune to malware, and protected 
against cyberattacks

ABOUT OPSWAT
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Our Mission

Protect organizations from content and device based threats 

in a simple, elegant, usable, and effective way 

ABOUT OPSWAT
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MetaDefender®

Protect organizations from content based threats 
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MetaAccess®

Protect organizations from device based threats
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OPSWAT Security Offerings 

 Threat Prevention

 Data Loss Prevention 

 Threat Detection

 Endpoint Compliance 

 Endpoint Vulnerability Management 

 Secure Access 
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Over 1,200 Customers Worldwide
ENERGY TECHNOLOGYFINANCE MANUFACTURINGDEFENSEGOVERNMENT
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WHY OPSWAT

Growth in Malware and Vulnerabilities
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Single anti-malware and next gen 
engines provide limited detection

WHY OPSWAT

85 90 95 100

Source: MetaDefender Cloud top 10,000 threats 

https://metadefender.opswat.com/reports/statistics#!/1
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WHY OPSWAT

Malware 
Evading 
Sandbox

Anti-automated 
sandbox
37%

Qemu detection
24%

Virtual 
box 

detection
19%

VMware detection
18%

Other anti-VM
2%

Source: McAfee
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WHY OPSWAT

Shortage in IT 
Security 
Professionals 
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MetaDefender API Kiosk Vault ICAP Server Email Security MetaDefender 
Cloud MetaAccess

Cloud On-premise Air-gap

Security 
platforms for 
developers

Web portal 
protection

Malware 
analysis & 
forensic 

tools 

Protect 
critical 

networks

Data storage 

security

Web 
browsing 
security

2nd layer 
defense for 

email

Endpoint 
vulnerability 

Endpoint 
compliance

Secure 
access

Data sanitization 
(CDR) Multi-scanning Vulnerability 

assessment
Data loss 

prevention

Big data security 
& threat 

intelligence

Endpoint 
security & 

compliance

Automatic 
application 

cleanup

Cloud access 
controlTechnology

Deployment

Product

Solution

OPSWAT Security Portfolio
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MetaDefender 
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MetaAccess
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MetaAccess
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OPSWAT Global Roadmap 

 Invest in more R&D

 Triple QA team members 

 Improve products 
 Quality 

 Security 

 Documentation

 Usability 

 Performance

 Release new products 

 Enhance training program
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OPSWAT’s Commitment to Japan 

 Opened a local office

 Partnered with Net One Partners 

 Worked with Net One Partners to create a local academy 

 Created Japanese website 

 Localized products to Japanese

 Created various marketing activities 

 First to provide JTD support 
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OPSWAT’s Commitment to Japan 

OPSWAT Academy

Partnered with Net One Partners 
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OPSWAT Research 
October 2018
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Research Topics 

Effectiveness of Anti-malware Engines 

Effectiveness and Statistics of Data Sanitization (CDR) 

Data Diode Players

Endpoint Compliance Statistics
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Data Collection and Disclaimers 
EFFECTIVENESS OF ANTI-MALWARE ENGINES 

 The source is MetaDefender Cloud (MetaDefender.com) 

 Customers and end users who elect to share the data

 Over 200,000,000 binaries analyzed to produce this data 

 Some reports are limited to last 90 days

 Checks where performed on Windows binary only (32 and 64 bits)

 Static analysis only 
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Anti-malware Engines Detection Rate  
For Windows Executable Only  

EFFECTIVENESS OF ANTI-MALWARE ENGINES 

85 90 95 100

Source: MetaDefender Cloud top 10,000 threats 

https://metadefender.opswat.com/reports/statistics#!/1
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Multi-scanning Detection Rate 
Better Together

EFFECTIVENESS OF ANTI-MALWARE ENGINES 

https://metadefender.opswat.com/reports/sanitization#!/
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MetaDefender Packages
How Effective is MetaDefender Multi-scanning Threat Detection?

EFFECTIVENESS OF ANTI-MALWARE ENGINES 

MetaDefender Packages
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MetaDefender Packages
How Fast Do MetaDefender Engine Packages Detect Zero-Day Threats?

EFFECTIVENESS OF ANTI-MALWARE ENGINES 
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Research Topics

Effectiveness of Anti-malware Engines 

Effectiveness and Statistics of Data Sanitization (CDR) 

Data Diode Players

Endpoint Compliance Statistics
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Data Collection and Disclaimers 
EFFECTIVENESS AND STATISTICS OF DATA SANITIZATION (CDR) 

 The source is MetaDefender Cloud (MetaDefender.com) 

 Customers or end users who elect to share the data

 Over 2,000,000 binaries analyzed to produce this data

 Data reflects last 90 days of analysis
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MetaDefender Cloud Scan Results
EFFECTIVENESS AND STATISTICS OF DATA SANITIZATION (CDR) 

https://metadefender.opswat.com/reports/sanitization#!/
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Common 
Productivity 
Filetype-
based 
Malware 

EFFECTIVENESS AND STATISTICS OF DATA SANITIZATION (CDR) 

Common Productivity Filetype-based 
Malware 

PDF/AI
55%

DOCM/DOCX
14%

XLS/XLA/XLSX
4%

RTF
1%

PPT/PPTX
1%

Other
25%



© 2002 – 2018 OPSWAT, Inc. All rights reserved,

Recent Commonly Infected Attachment Names
EFFECTIVENESS AND STATISTICS OF DATA SANITIZATION (CDR) 

287 test.doc / tester.doc / test.docx 

210 payroll.xlsx / payroll.xls 

131 template.pdf / template.doc 

98 *Inquiry*.doc 

66 *pi*.doc 

21 *invoice*

…
 

…
 

…
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Research Topics

Effectiveness of Anti-malware Engines 

Effectiveness and Statistics of Data Sanitization (CDR) 

Data Diode Players

Endpoint Compliance Statistics
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Secure Data Workflow
DATA DIODE PLAYERS
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Data Diode Vendor Comparison Guide
DATA DIODE PLAYERS
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Research Topics

Effectiveness of Anti-malware Engines 

Effectiveness and Statistics of Data Sanitization (CDR) 

Data Diode Players  

Endpoint Compliance Statistics
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Data Collection and Disclaimers 
ENDPOINT COMPLIANCE STATISTICS

 Source of the data is MetaAccess

 Customers or end users who elect to share the data

 Over 100,000 random endpoint analyzed to produce this data
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MetaAccess®

Protect organizations from device based threats
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Market 
Share 
Report

ENDPOINT COMPLIANCE STATISTICS 

AVAST Software a.s.
19%

Malware Bytes
15%

McAfee, Inc.
13%

ESET
12%

Bitdefender
10%

Webroot Inc.
8%

Kaspersky Lab
8%

Safer-Networking Ltd.
6%

Avira GmbH
5%

Sophos Limited
4%

September 2018 Vendor Comparison 
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Market 
Share 
Report

ENDPOINT COMPLIANCE STATISTICS 

AVAST Software a.s. (September 2018) 

Free Anti-virus
74%

Business Security
14%

Internet 
Security

7%

Premier
4%

Pro Anti-virus
1%

Endpoint 
Protection Suite

0%
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High Risk Vulnerabilities 
Top Applications

ENDPOINT COMPLIANCE STATISTICS 

CVE ID Attack Vector Vendor Product Version Risk Level

CVE-2017-0199 Execute arbitrary code 
via a crafted document

Microsoft Corporation Microsoft Office 2012 ~ 2016 11.43%

CVE-2017-6984
Execute arbitrary code 
via a crafted web site

Apple Inc. iOS system, iTunes, Safari
iOS < 10.3.2
Safari < 10.1.1

iTunes < 12.6.1
7.85%

CVE-2018-5159 Integer overflow resulting 
in out-of-bounds writes

Mozilla Corporation Firefox, Thunderbird
Firefox < 60

Thunderbird < 52.8
7.20%

CVE-2017-8527 

Allow remote code 
execution due to 

improper memory 
handling

Microsoft Corporation
Microsoft Lync, Office, 

Silverlight

Lync 2013
Office 2012 ~ 2014

Silverlight 5.x
6.98%

CVE-2017-8669

Execute arbitrary code in 
the context of the current 
user due to IE improperly 

handling objects in 
memory

Microsoft Corporation
Internet Explorer

IE 11 6.31%
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Encrypted 
BYOD 
Devices

ENDPOINT COMPLIANCE STATISTICS 

Encrypted BYOD Devices

Devices Encrypted with 
Whole Disk

11%

Devices Only Encrypted 
with System Volume

8%

Devices 
Encrypted with 

Specific 
Folder
4%

Devices with No 
Encryption

77%
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Thank you
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