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Use Case 2:
File Upload & Web Application Protection
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METADEFENDER SOLUTIONS

Implementation through API or ICAP

MetaDefender
API

MetaDefender 
ICAP Server

Integrate MetaDefender with 
your web application using 
the REST API.

Deploy MetaDefender with 
ICAP-enabled devices, such 
as WAF or proxy server.
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MetaDefender API
Protection for File Upload, Storage and IPS

• All MetaDefender Technologies

• Deploy in your own environment 
or in the cloud

• RESTful API
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F5

MetaDefender ICAP Server
Protection for File Upload, Storage and IPS

• Support Any ICAP enabled devices

• Web application protection
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MetaDefender ICAP Server
Protection for File Upload, Storage and IPS

• Support Any ICAP enabled devices

• Web application protection

Source: f5.com
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OPSWAT CDR: Securely Support Cloud Source 
processing millions of files a day 

Upwork
Upwork is a freelancing website that connects businesses with freelance 
talent for highly-skilled knowledge work such as web, mobile and software 
development and design. 

Challenges
receives millions of files a day from clients and freelancers and needs to 
ensure that those files are free from threats to protect both their own 
systems and the systems of everyone using their platform.
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“Upwork has always been focused on providing a secure environment for 
its community of millions of users, so they can safely transfer files and 
collaborate. Upwork and OPSWAT’s mutual commitment to security 
reinforces our pledge to ensure all users can have the necessary 
protection to keep their home and business IT environments safe.”

Teza Mukkavilli Head of Security, Upwork

Results
• Data sanitization effectively nullified the remaining attacks

• Upwork saw a 70% drop in malware attacks

• Upwork was able to prevent 100% of zero-day file attacks

OPSWAT CDR: Securely Support Cloud Source 
processing millions of files a day 

OPSWAT Solutions
Added data sanitization to an existing multi-scanning environment



© 2002 – 2018 OPSWAT, Inc. All rights reserved

Use Case 3:
Email Security 
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MetaDefender Email Security
Phishing is the beginning of every attack

• Flexible deployment

• Easy deployment

• Encrypted email attachment

• Bulk operations

• Integrated to MetaDefender Vault
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MetaDefender Email Security
Phishing is the beginning of every attack

• Flexible deployment

• Easy deployment

• Encrypted email attachment

• Bulk operations

• Integrated to MetaDefender Vault
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Customer Testimonial
MetaDefender Email Security

CONTENT
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Use Case 4:
Secure Access & Endpoint Compliance
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Overview
What is MetaAccess?
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MetaAccess

 Application vulnerabilities and missing patches

 Detection of over 5,000 3rd party applications

 Advanced Threat Prevention 

 Multi-antimalware scanning 

 Repeated threats detection

 Cloud security and access control

 Flexible customization and integration

How do we do it? What set us apart?

 Full visibility for all devices

 Criticality ranking with CVEs
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MetaAccess

 Application vulnerabilities and missing patches

 Detection of over 5,000 3rd party applications

 Advanced Threat Prevention 

 Multi-antimalware scanning 

 Repeated threats detection

 Cloud security and access control

 Flexible customization and integration

How do we do it?

 Anti-Malware

 Encryption

 User Authentication

 Firewall

 Backup

 Anti-phishing

What set us apart?
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MetaAccess

 Application vulnerabilities and missing patches

 Detection of over 5,000 3rd party applications

 Advanced Threat Prevention 

 Multi-antimalware scanning 

 Repeated threats detection

 Cloud security and access control

 Flexible customization and integration

How do we do it?

 Active malware detection with 
multiple Antimalware engines

What set us apart?
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MetaAccess

 Application vulnerabilities and missing patches

 Detection of over 5,000 3rd party applications

 Advanced Threat Prevention 

 Multi-antimalware scanning 

 Repeated threats detection

 Cloud security and access control

 Flexible customization and integration

How do we do it?

 Analyzing local threat activities for 
additional insight of repeated threats

What set us apart?
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MetaAccess

 Application vulnerabilities and missing patches

 Detection of over 5,000 3rd party applications

 Advanced Threat Prevention 

 Multi-antimalware scanning 

 Repeated threats detection

 Cloud security and access control

 Flexible customization and integration

How do we do it? What set us apart?

 Easy setup, up and running in minutes

 Monitor mode for least disruption in IT 
operation

 Full visibility from user to devices
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MetaAccess

 Application vulnerabilities and missing patches

 Detection of over 5,000 3rd party applications

 Advanced Threat Prevention 

 Multi-antimalware scanning 

 Repeated threats detection

 Cloud security and access control

 Flexible customization and integration

How do we do it? What set us apart?

 Customizable remediation pages
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MetaAccess

 Application vulnerabilities and missing patches

 Detection of over 5,000 3rd party applications

 Advanced Threat Prevention 

 Multi-antimalware scanning 

 Repeated threats detection

 Cloud security and access control

 Flexible customization and integration

How do we do it? What set us apart?

 Full platform support

 Easy agent onboarding
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MetaAccess

 Application vulnerabilities and missing patches

 Detection of over 5,000 3rd party applications

 Advanced Threat Prevention 

 Multi-antimalware scanning 

 Repeated threats detection

 Cloud security and access control

 Flexible customization and integration

How do we do it? What set us apart?

 Multiple integration options

 Comprehensive Cloud APIs
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Customer Case Studies
How do they use MetaAccess?

Compliance Check
Multi-scanning

Audit device compliance
Monitor threats

Financial Services
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Customer Case Studies
How do they use MetaAccess? Multi antimalware 

scanning on 
running processes

Based on scanning 
result, deny or 

allow VPN access

Financial Services
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Customer Case Studies
How do they use MetaAccess? Compliance check: 

OS minimum 
version, Encryption

Based on 
compliance result, 

deny or allow 
access

University

Cisco ISE
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Customer Case Studies
How do they use MetaAccess?

Customers
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